OLL15819 S.L.C.

AMENDMENT NO. Calendar No.

Purpose: To require a post-OPM data breach damage assess-

ment.

IN THE SENATE OF THE UNITED STATES—114th Cong., 1st Sess.

S.

To improve federal network security and authorize and en-

hance an existing intrusion detection and prevention sys-
tem for civilian federal networks.

Referred to the Committee on and
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ordered to be printed
Ordered to lie on the table and to be printed

AMENDMENT intended to be proposed by Mr. SASSE

At the appropriate place, insert the following:
SEC. . OPM DATA BREACH DAMAGE ASSESSMENT.

(a) ASSESSMENT.—The Secretary of Homeland Secu-
rity and the Director of National Intelligence shall jointly,
and in coordination with the head of each appropriate
agency, conduct an ongoing damage and risk assessment
relating to the data breaches at the Office of Personnel
Management (referred to in this section as the “OPM data
breach’).

(b) REPORTS.—
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| (1) IN GENERAL.—Not later than 180 days
2 after the date of enactment of this Act, and once not
3 later than 180 days thereafter, the Director of Na-
4 tional Intelligence shall submit to Congress a report
5 on the assessment conducted under subsection (a).

6 (2) CoNTENTS.—Each report submitted under
7 this subsection shall include—

8 (A) updates on the extent to which Federal
9 data was compromised, exfiltrated, or manipu-
10 lated by the same entity that caused the OPM
11 data breach;
12 (B) analysis of the impact of the OPM
13 data breach on national security; and
14 (C) analysis of whether any information
15 accessed through the OPM data breach has
16 been released or deployed, whether publicly or
17 privately.
18 (3) UNCLASSIFIED FORM.—Each report sub-
19 mitted under this subsection shall be in unclassified

20 form, but may include a classified annex.



