MIR15828 S.L.C.

AMENDMENT NO. Calendar No.

Purpose: To require the Secretary to protect information
transiting or traveling to or from an agency information
system.

IN THE SENATE OF THE UNITED STATES—114th Cong., 1st Sess.

S.

To improve federal network security and authorize and en-
hance an existing intrusion detection and prevention sys-
tem for civilian federal networks.

Referred to the Committee on and
ordered to be printed

Ordered to lie on the table and to be printed

AMENDMENTS intended to be proposed by Ms. AYOTTE (for
herself and Mrs. MCCASKILL)

Viz:
1 On page 7, line 13, strike “and”.
2 On page 7, line 17, strike the period and insert °;
3 and”.
4 On page 7, between lines 17 and 18, insert the fol-
5 lowing:
6 “(7) shall ensure that—
7 (A) activities carried out under this section
8 are reasonably necessary for the purpose of pro-
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On page 8, line 15, strike “‘subsection (¢)(2).

insert ‘‘subsection (¢)(2).

S.L.C.
2
tecting agency information and agency informa-
tion systems from a cybersecurity risk;

(B) information accessed by the Secretary
will be retained no longer than reasonably nec-
essary for the purpose of protecting agency in-
formation and agency information systems from
a cybersecurity risk;

(C) notice has been provided to users of an
agency information system concerning access to
communications of users of the agency informa-
tion system for the purpose of protecting agen-
¢y Information and the agency information sys-
tem; and

(D) the activities are implemented pursu-
ant to policies and procedures governing the op-
eration of the intrusion detection and preven-
tion capabilities.

i

and
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On page 8, between lines 15 and 16, insert the fol-

lowing:

“(e) ATTORNEY GENERAL REVIEW.—Not later than

23 1 year after the date of enactment of this section, the At-
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torney General shall review the policies and guidelines for
the program carried out under this section to ensure that
the policies and guidelines are consistent with applicable
law governing the acquisition, interception, retention, use,

and disclosure of communications.”.



